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ABSTRACT
Security is a fundamental component of every network design. Authenticity and Security of data is a big
challenge when planning, building, and operating a network. A security policy defines what people can and can't
do with network components and resources. In the past, hackers were highly skilled programmers who
understood the details of computer communications and how to exploit vulnerabilities. Today almost anyone
can become a hacker by downloading tools from the Internet. These complicated attack tools and generally open
networks have generated an increased need for network security.
To solve this problem, we propose an innovative method to authenticate the digital documents. Our proposal is a
new method, where the Details listed in a sample passport (or other applications, Aadhar card, Voter ID, License,
Mark sheet) will be encoded in QR Code in encrypted form, so that if an intruder tries to change the text details
in Passport still he cannot do that in the QR Code, because the encryption key is unknown to him. In this
method, we encrypt the passport data using the TTJSA encryption algorithm. The encrypted passport details are
entered inside QR code and that QR code is also printed with the original data of the passport. The passport
details can then be retrieved from the QR code and can be decrypted using TTJSA decryption algorithm and
then it can be verified with text details already there in the passport. This technique can be applied to encrypt
data in Defense system, Banking sector, mobile network etc. or to verify the data in other applications like
Aadhar card, Voter ID, Driving License, Passport & Visa etc.
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I. INTRODUCTION

In today’s cutting edge technology scenario, security and authenticity of data is a big challenge. The massive
development in internet technology in the last few years now it is a real challenge for the sender to send
confidential data from one computer to another computer. There is no guarantee that between sender and
receiver there is no one is intercepting those confidential data provided the data is not encrypted or properly
protected. The security originality of data has now become a very important issue in data communication
network. One cannot send any confidential or important message in raw form from one computer to another
computer as any hacker can intercept that confidential message or important message. There is no guarantee that
the message will not be intercepted by anyone. The data should be protected from any unwanted intruder
otherwise a massive disaster may happen all of a sudden.

Cryptography is an emerging research area where the people are trying to develop some good encryption
algorithm so that no intruder can intercept the encrypted message. Cryptographic algorithm can be broadly
classified into two categories: (i) ‘symmetric key cryptography’, and (ii) ‘public key cryptography’. The merit of
‘symmetric key cryptography’ is that the key management is very simple as one key is used for encryption as
well as for decryption. In case of symmetric key cryptography the key is secret. In the present work we are
proposing a symmetric key method called TTJISA which is a combination of 3 distinct cryptographic methods,
namely, (i) Vernam Cipher Method, (ii)) MSA method [1] and (iii))NJJSAA method.
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Table: 1 Acronyms used in this paper
II. METHOD USED

TTJSA [1] encryption algorithm is used which is an amalgamation of three different cryptographic modules:
Vernam cipher [1], MSA [2] and NJJISAA [3], for the encryption purpose of data. We discuss the procedure
elaborately in the following sections. Brief study of the methods used in TTJSA algorithm is as follows:
A. Algorithm for encryption
1. Vernam Cipher
In this method the cipher text is generated by applying the logical XOR operation (Exclusive-OR or
Modulo-2 addition) to the plain text and the key. The advantage of using the XOR operation is that it
can be undone with the same operation. In other words: XOR-ing the cipher text with the key would
reveal the plain text again.

Cipher text=Plain Text XOR key.

Step 1: The whole file is broken into different small blocks, where each block size should be less than
or equal to 256 byes.

Step2: Perform Vernam Cipher method with the block of randomized key i.e. each byte of blocks of the
file XOR each byte of the blocks of randomized key.

Step 3: Perform Step 1 and Step 2 until the whole file is encrypted and repeat this step for random
number of times. After performing the aforementioned steps, we again merge the blocks of the

encrypted file and thus we get the final encrypted result of this modified Vernam Cipher method.

2. NJJSAA Method
Step 1: Read the encryption number and randomization number is calculated in the input file.

Step 2: Convert 32 bytes of data into 256 bits and store in some 1- dimensional array.
Step 3: Store 32 bytes key in another 1-dimensional array.

Step 4: Obtained the n™ bit of data array.

StepS: Obtained the corresponding key value.

Step 6: Interchange the n'" bit of data with n" bit of key.

Step 7: Repeat step 4, 5 & 6 for 256 times.

Step 8: Perform right shift by one bit.
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Step 9: Perform bit(1) XOR bit(2), bit(2) XOR bit(3).....bit(255)XOR(256)

Step 10: Repeat Step 8 with 2 bit right, 3 bit right... n bit right shift followed by Step 9 after each
completion of Right bit shift.

3. MSA

Nath et al. (1) proposed a symmetric key method where they have used a random key generator for
generating the initial key and that key is used for encrypting the given source file. MSA method is
basically a substitution method where we take 2 characters from any input file and then search the
corresponding characters from the random key matrix and store the encrypted data in another file. MSA
method provides us multiple encryptions and multiple decryptions. The key matrix (16x16) is formed
from all characters (ASCII code 0 to 255) in a random order. The randomization of key matrix is done
using the following function calls:

Step-1: call Function cycling()

Step-2: call Function upshift()

Step-3: call Function downshift()
Step-4: call Function leftshift()

Step-5: call Function rightshift()

B. B. Algorithm for Decryption

1. Vernam Cipher

In this method The plain text is generated back by applying the logical XOR operation (Exclusive-OR,
or Modulo-2 addition) to the cipher text and the key .

Plain text= cipher text XOR key.

2. NJJSAA Method
Step1: Perform left shift by one bit.

Step2: perform inverse bit XOR of receive encrypted data.

Step3: Repeat Step 1with 2 bit left, 3 bit left,...,n bit left shift followed by Step 2 after each completion
of left bit shift .

Step4: Obtained the nth bit of data array.

StepS: Obtained the corresponding key values.

Step6: Interchange the nth bit of key with nth  bit of data.
3. MSA

The key matrix (16x16) is formed from all characters (ASCII code 0 to 255) in a random order. The
randomization of key matrix is done using the following function calls:

Step-1: call Function rightshift()
Step-2: call Function leftshift()

Step-3: call Function upshift()

Step-4: call Function downshift()
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Step-5: call Function cycling()

III. Flowchart of proposed method

Figl: Flow chart of Method

IV. RESULT & DISCUSSION
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This encryption and decryption algorithm is applied and checked On Passport and Result is found.

1. At Transmitter End
Step1. Enter passport details.
Step 2.Enter key.

Step 3. Press encrypt button.
Step 4. Generate QR code.
Step 5. Embedd QR code.

Step 6. Save Image.
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Fig.2. Encryption Output
Vernam cipher encryption output
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NJJSAA encryption output
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MSA encryption output
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2. At Receiver End

Stepl. Take saved passport image
Step2. Enter the key(key should be same for encryption and decryption).

Step3. Extract Information.

V. CONCLUSION

In the present work Multilevel Encryption Algorithm and QR code are illustrated on Passport to verify the
details listed in passport. In future same algorithm can also be used for other applications also such as
Aadhar (UID)

The security of method can be further enhanced by defending the system or network from security attacks
such as passive attack (password attack, compromised key attack, Man in the middle attack etc. To check
the efficiency of proposed method an analysis can be performed based on the time taken to encrypt and
decrypt vs. bytes in a message. This Analysis can be iterated for different inputs such as 64 bytes, 128 bytes,
512 bytes, 1024 bytes, 2048 bytes etc.
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